
COVID-19 DATA ACQUISITION AND HANDLING 
LEGAL PROVISIONS FOR USE OF DATA FOR RESEARCH PURPOSES 

 

Legal Instrument Lawful basis for the 
processing  

Grounds for processing of special 
categories of personal data 

Safeguards: provisions 
relating to specific 

processing situations 

Data Protection Principles 
qualified for research use 

GDPR exceptions applicable to 
research 

General Data Protection 
Regulation (EU) 2016/679 
on the protection of natural 
persons with regard to the 
processing of personal data 
and on the free movement 
of such data 

https://eur-
lex.europa.eu/legal-
content/EN/TXT/?qid=1532
348683434&uri=CELEX:020
16R0679-20160504 

Article 6(1)(e): processing 
is necessary for the 
performance of a task 
carried out in the public 
interest or in the exercise 
of official authority vested 
in the controller 

Article 6(3) and Recital 41: 
The basis for processing 
must be laid down by law 
but does not need to be a 
legislative act provided 
application of the law is 
clear and precise and 
foreseeable.   

 

Article 9(2)(j): processing is 
necessary for archiving purposes 
in the public interest, scientific or 
historical research purposes or 
statistical purposes in accordance 
with Article 89(1) based on Union 
or Member State law which shall 
be proportionate to the aim 
pursued, respect the essence of 
the right to data protection and 
provide for suitable and specific 
measures to safeguard the 
fundamental rights and the 
interests of the data subject. 

Note also following conditions: 

Article 9(2)(g): processing is 
necessary for reasons of 
substantial public interest, on the 
basis of Union or Member State 
law which shall be proportionate 
to the aim pursued, respect the 
essence of the right to data 
protection and provide for 
suitable and specific measures to 
safeguard the fundamental rights 
and the interests of the data 
subject 

Article 9(2)(i): processing is 
necessary for reasons of public 
interest in the area of public 
health, such as protecting against 
serious cross-border threats to 

Article 89 (Safeguards and 
derogations relating to 
processing for archiving 
purposes in the public 
interest, scientific or 
historical research 
purposes or statistical 
purposes). 

Article 89(1) requires 
appropriate safeguards in 
place to protect 
individuals, and in 
particular technological 
and organisational 
measures to ensure data 
minimisation. 

1.  Processing for archiving 
purposes in the public 
interest, scientific or 
historical research 
purposes or statistical 
purposes, shall be subject 
to appropriate safeguards, 
in accordance with this 
Regulation, for the rights 
and freedoms of the data 
subject. Those safeguards 
shall ensure that technical 
and organisational 
measures are in place in 
particular in order to 
ensure respect for the 
principle of data 

Note: Processing for 
scientific research 
purposes is considered 
compatible with the 
original purpose of 
processing.  Therefore, the 
initial processing of 
personal data for a 
relevant task or function 
means a separate lawful 
basis is not needed for 
further processing for 
scientific research 
purposes.   
 
Article 5(1)(b) 
Personal data shall be 
collected for specified, 
explicit and legitimate 
purposes and not further 
processed in a manner 
that is incompatible with 
those purposes; further 
processing for archiving 
purposes in the public 
interest, scientific or 
historical research 
purposes or statistical 
purposes shall, in 
accordance with Article 
89(1), not be considered to 
be incompatible with the 
initial purposes (‘purpose 
limitation’) 

Article 14 (Information to be 
provided where personal data 
have not been obtained from the 
data subject) 
Article 14(5)(b): Paras 1 to 4 shall 
not apply where the provision of 
such information proves 
impossible or would involve a 
disproportionate effort, in 
particular for processing for 
archiving purposes in the public 
interest, scientific or historical 
research purposes or statistical 
purposes, subject to the 
conditions and safeguards 
referred to in Article 89(1) or in so 
far as the obligation referred to in 
paragraph 1 of this Article is likely 
to render impossible or seriously 
impair the achievement of the 
objectives of that processing. In 
such cases the controller shall take 
appropriate measures to protect 
the data subject's rights and 
freedoms and legitimate interests, 
including making the information 
publicly available;  
 
Article 17 (Right to erasure) 
Article 17(3)(d): Paras 1 and 2 
shall not apply to the extent 
processing is necessary for 
archiving purposes in the public 
interest, scientific or historical 

https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1532348683434&uri=CELEX:02016R0679-20160504
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1532348683434&uri=CELEX:02016R0679-20160504
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1532348683434&uri=CELEX:02016R0679-20160504
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1532348683434&uri=CELEX:02016R0679-20160504
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1532348683434&uri=CELEX:02016R0679-20160504
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health or ensuring high standards 
of quality and safety of health care 
and of medicinal products or 
medical devices, on the basis of 
Union or Member State law which 
provides for suitable and specific 
measures to safeguard the rights 
and freedoms of the data subject, 
in particular professional secrecy 

minimisation. Those 
measures may include 
pseudonymisation 
provided that those 
purposes can be fulfilled in 
that manner.  Where those 
purposes can be fulfilled by 
further processing which 
does not permit or no 
longer permits the 
identification of data 
subjects, those purposes 
shall be fulfilled in that 
manner. 

2.  Where personal data 
are processed for scientific 
or historical research 
purposes or statistical 
purposes, Union or 
Member State law may 
provide for derogations 
from the rights referred to 
in Articles 15, 16, 18 and 
21 subject to the 
conditions and safeguards 
referred to in paragraph 1 
of this Article in so far as 
such rights are likely to 
render impossible or 
seriously impair the 
achievement of the 
specific purposes, and such 
derogations are necessary 
for the fulfilment of those 
purposes. 

 
Article 5(1)(f) 
Personal data shall be kept 
in a form which permits 
identification of data 
subjects for no longer than 
is necessary for the 
purposes for which the 
personal data are 
processed; personal data 
may be stored for longer 
periods insofar as the 
personal data will be 
processed solely for 
archiving purposes in the 
public interest, scientific or 
historical research 
purposes or statistical 
purposes in accordance 
with Article 89(1) subject 
to implementation of the 
appropriate technical and 
organisational measures 
required by this Regulation 
in order to safeguard the 
rights and freedoms of the 
data subject (‘storage 
limitation’) 

research purposes or statistical 
purposes in accordance with 
Article 89(1) in so far as the right 
referred to in paragraph 1 is likely 
to render impossible or seriously 
impair the achievement of the 
objectives of that processing. 
 
Article 21 (Right to Object) 
Article 21(6): Where personal 
data are processed for scientific or 
historical research purposes or 
statistical purposes pursuant to 
Article 89(1), the data subject, on 
grounds relating to his or her 
particular situation, shall have the 
right to object to processing of 
personal data concerning him or 
her, unless the processing is 
necessary for the performance of 
a task carried out for reasons of 
public interest. 
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Legal Instrument Lawful basis for the 
processing  

Grounds for processing of special 
categories of personal data 

Safeguards: provisions 
relating to specific 

processing situations 

Data Protection 
Principles qualified 

for research use 

Exemptions applicable to research 

Data Protection Act 2018 

http://www.legislation.gov.
uk/ukpga/2018/12/content
s/enacted 

Section 8: processing of 
personal data  necessary 
for the performance of a 
task carried out in the 
public interest or in the 
exercise of the controller’s 
official authority includes 
processing of personal 
data that is necessary for: 
(c) the exercise of a 
function conferred on a 
person by an enactment or 
rule of law; or 
(d) the exercise of a 
function of the Crown, a 
Minister of the Crown or 
government department. 
 

Schedule 1 (Special categories of 
personal data and criminal 
convictions etc data) 

Part 1 Conditions relating to 
employment, health and research 
etc  

Research etc 

4 This condition is met if the 
processing: 
(a) is necessary for archiving 
purposes, scientific or historical 
research purposes or statistical 
purposes, 
(b) is carried out in accordance 
with Article 89(1) of the GDPR (as 
supplemented by section 19), and 
(c) is in the public interest. 
 

Section 19 (Processing for 
archiving, research and 
statistical purposes: 
safeguards) contains 
further safeguards and 
restrictions.  
 
Controllers must 

 be able to 
demonstrate why they 
cannot use 
anonymised data;  

 consider whether they 
could use 
pseudonymisation to 
make it more difficult 
to link the personal 
data back to specific 
individuals; 

 be able to 
demonstrate that the 
processing is not likely 
to cause substantial 
damage or distress to 
individuals; 

 not use the data to 
take any action or 
make decisions in 
relation to the 
individuals concerned 
(unless carrying out 
approved medical 
research as defined in 
section 19(4) DPA 
2018); and 

 consider other 
appropriate 

See GDPR. Schedule 2, Part 6 Para 27 
(Derogations etc based on Article 89 
for research, statistics and archiving) 
 
Scientific Research 
The following GDPR provisions do not 
apply to personal data processed for 
(a) scientific or historical research 
purposes, or (b) statistical purposes, 
to the extent that the application of 
those provisions would prevent or 
seriously impair the achievement of 
the purposes in question. 

(a) Article 15(1) to (3) (confirmation 
of processing, access to data and 
safeguards for third country 
transfers) 

(b) Article 16 (right to rectification) 
(c) Article 18(1) (restriction of 

processing) 
(d) Article 21(1) (objections to 

processing). 
 
The exemption is available only where  
(a) the personal data is processed in 

accordance with Article 89(1) 
GDPR (as supplemented by 
section 19 DPA), and 

(b) as regards the disapplication of 
Article 15(1) to (3), the results of 
the research or any resulting 
statistics are not made available 
in a form which identifies a data 
subject. 

http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
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safeguards and 
security measures. 

 

Such processing does not 
satisfy the requirement in 
Article 89(1) of the GDPR 
for the processing to be 
subject to appropriate 
safeguards for the rights 
and freedoms of the data 
subject if it is likely to 
cause substantial damage 
or substantial distress to a 
data subject. 

Such processing does not 
satisfy that requirement if 
the processing is carried 
out for the purposes of 
measures or decisions with 
respect to a particular 
data subject, unless the 
purposes for which the 
processing is necessary 
include the purposes of 
approved medical 
research. 
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Other Relevant Laws / Guidance  

1. Digital Economy Act 2017 
(http://www.legislation.gov.uk/
ukpga/2017/30/contents/enact
ed) 

See Chapter 5 Sharing for 
research purposes Sections 64-
73 

 

Chapter 5 of Part 5 of the Digital Economy Act 2017 facilitates the linking and sharing of datasets held by public authorities for research purposes.  
The Research power enables information held by one public authority to be disclosed to another person for the purposes of research being, or to be, 
carried out.  It also sets out a process for ‘de-identifying’ personal information to be shared.  Insofar as a public authority has functions relating to 
the provision of health services or adult social care, section 64 of the Digital Economy Act 2017 does not authorise the disclosure of information that 
public authority holds in connection with those functions. 

The UK Statistics Authority has issued a Code of Practice concerning the disclosure, processing, holding or use of personal information under this 
gateway.  See Research Code of Practice and Accreditation Criteria https://www.gov.uk/government/publications/digital-economy-act-2017-part-5-
codes-of-practice/research-code-of-practice-and-accreditation-criteria. 

There are six conditions under which information can be disclosed under the Research power: 
1. Data must be de-identified before they can be made available so that the data do not directly identify individuals and are not reasonably 

likely to lead to an individual’s identity being ascertained (whether on its own or taken together with other information) 
2. The parties involved in processing and providing access to the data must take reasonable steps (meaning implementing and maintaining 

appropriate safeguards) to minimise the possibility that identifying data might be accidentally or intentionally disclosed 
3. Once data are suitably processed, the data can be made available to the researcher for the purposes of the accredited research 
4. The research for which the de-identified data are being made available is in the public interest and has been assessed as such through an 

accreditation process 
5. The researcher(s) and all persons involved in processing the data are accredited for these functions; and, 
6. Public authorities disclosing data to trusted third parties for processing and making de-identified data available for research purposes, and 

trusted third parties involved in the processing information, have regard to the code of practice. 
 

2. Human Rights At 1998 
(http://www.legislation.gov.uk/
ukpga/1998/42/contents) 
 

The Human Rights Act 1998 contains the Articles and Protocols of the Convention that are deemed to apply in the UK (such as Article 8: right to 
respect for private and family life).  In principle, it is unlawful for public authorities to act in a way that is incompatible with the Convention. 

3. Statistics and Registration 
Service Act 2007  
(http://www.legislation.gov.uk/
ukpga/2007/18/contents) 
  

The Act established the UK Statistics Authority with responsibility to promote and safeguard the production and publication of official statistics that 
serve the public good. 

4. Scottish Government Principles 

& Strategy 

 The Scottish Government Identity Management and Privacy Principles (www.gov.scot/publications/identity-management-and-privacy-
principles) 

 The Scottish Government’s Guiding Principles for Data Linkage (www.gov.scot/publications/joined-up-data-better-decisions-guiding-
principles-data-linkage/pages/1/) 

 The Scottish Government’s Joined Up Data for Better Decisions Strategy (www.gov.scot/publications/joined-up-data-better-decisions-
strategy-improving-data-access-analysis/) 

 

 

http://www.legislation.gov.uk/ukpga/2017/30/contents/enacted
http://www.legislation.gov.uk/ukpga/2017/30/contents/enacted
http://www.legislation.gov.uk/ukpga/2017/30/contents/enacted
https://www.gov.uk/government/publications/digital-economy-act-2017-part-5-codes-of-practice/research-code-of-practice-and-accreditation-criteria
https://www.gov.uk/government/publications/digital-economy-act-2017-part-5-codes-of-practice/research-code-of-practice-and-accreditation-criteria
http://www.legislation.gov.uk/ukpga/1998/42/contents
http://www.legislation.gov.uk/ukpga/1998/42/contents
http://www.legislation.gov.uk/ukpga/2007/18/contents
http://www.legislation.gov.uk/ukpga/2007/18/contents
http://www.gov.scot/publications/identity-management-and-privacy-principles
http://www.gov.scot/publications/identity-management-and-privacy-principles
http://www.gov.scot/publications/joined-up-data-better-decisions-guiding-principles-data-linkage/pages/1/
http://www.gov.scot/publications/joined-up-data-better-decisions-guiding-principles-data-linkage/pages/1/
http://www.gov.scot/publications/joined-up-data-better-decisions-strategy-improving-data-access-analysis/
http://www.gov.scot/publications/joined-up-data-better-decisions-strategy-improving-data-access-analysis/

